@ UlEraHeals

Next-Gen Al based

Proactive Cybersecurity
Platform

& www.cyberheals.com @) sales@cyberheals.com
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ABOUT
COMPANY 30+ 1000+
Clients we Served Assets Protected
Cyber Heals helps businesses and organizations to secure from
emerging cyber threats and attacks.
\ -a——
Leveraging our Cyber security expertise and Al-powered product 9 V) —
capabilities, we enable organizations to effortlessly decrease
attack vectors and minimize cyber threat exposure. 1 0
+ 20000+
Countries Cyber Security Awareness
OUR FOCUS

Trainings

Professional Services Al based Products

v Cyber Risk Workshops
v Cyber Security Awareness for Employees v Offensive v Defensive v Talent Hunt v UltraHeals v MobiHeals v PWN Heals
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We have our presence
in US, UK, UAE,
Australia, Malaysia,

and India

|

R

Recognized by the
governments of the
UK, Australia, and
India

20+ leading MNCs

and government
entities trust us

OUR
ACHIEVEMENTS

Established two years ago, we've emerged as a significant
cybersecurity solutions provider.
v' We are now offering expert services across every

cybersecurity niche.

v" We launched three ground-breaking Al-based
cybersecurity products.

v' We are currently protecting mission-critical infrastructure
powering logistics, energy, and finance sectors.

WE ARE IN COMPLIANCE WITH

* X
% 4
* GDPR *

* *
* 4 K



64% of internet-connected
assets remain unidentified.

77% of breaches via stolen
credentials

Cha"enges human error

Costly compliance violations

Fragmented solutions, high costs, and
intensive resource requirements

55% of breaches due to

Comprehensive visibility and ((( )))
proactive monitoring of all assets. Coooo)

Q

Effective measures to protect and
manage credentials. \=)

o

4\
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Automated processes to
minimize human errors

The Need

Reliable adherence to
regulatory standards to avoid
penalties.

A unified, cost-effective, and
efficient cybersecurity
solution.



ULTRA HEALS - AUNIFIED SOLUTION

Inhouse Pentest
Scanning Engine
(10K Test Cases)

Unified Platform to get Cloud Native
360 Degree Visibility Infrastructure, Agile
- Platform

Deep Tech Company
uses Big Data, Al, and
Cybersecurity

Automation and out
of box integration

@ UlEraHeals

v" SHOWS BUSSINESS RISK ACROSS ALL v" BUNDLE PRICING AND GREATER ROI
INFRASTRUCTURE v" REDUCED TIME TO DEPLOY AND GO
v" SIMPLIFY WORKFLOW AUTOMATION SECURE
(]
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TOP TWO STRATEGIC TECHNOLOGY TRENDS

Gartner

Al Trust, Risk and Security
Management

------------------------------------------------

------------------------------------------------

Continuous Threat
Exposure Management

-----------------------------------------------

------------------------------------------------

Public Internet

Paste Sites
Monitoring
Darkweb Forums
Monitoring

»

Scanning B

Telegram

Monitoring
Application
Testing >

[ Malware Logs H;‘

Exploit Monitoring
Intelligence ) P

Github
Cloud Surface Repositories
Intelligence )

Java Scripts
Compliance Intelligence
Centric D

Fake Apps
DNS Intelligence
Monitoring b

Phishing Domain
Intelligence
Social Media
Intelligence

DATA PIPE

Realtime Intelligence

Data Breach
Intelligence

Data Leak
Intelligence
d Threat
elligence

Exte: urity
Int Ct

Darkweb Into‘
Phishing Domain
Intelligence

|jugerri@euce
bHIZpIuE powsu




ULTRAHEALS GRC ARCHITECTURE

Gap Assessment Risk Assessment Policy Library Pentest as a
i Service

Cloud Security Integrations Third Party Automated
Assessment Evidence Collection




INDUSTRY ALIGNMENT

Cloud Security Posture

Attack Surface Management Digital Risk Protection Governance Risk and Compliance HEEN
Management
© External Attack Surface : () : Cloud Native Vulnerability @ Pentesting On Demand
Management © Brand Protection Integrated Risk management (] Management (Black, Gray, White)
@ Domain Messaging, @ Continuously monitor compliance V. |
Authentication, Reporting & @ Cyber Threat Intel for NIST, SOC 2, HIPAA, I1SO o Mo?tl'ocrlcorc?p 2% . @ API Security Testing
Conformance (DMARC) 27001, CCPA, and custom AR L] G e e
frameworks
©® Autonomous Vulnerability
Assessments & Penetration ®@ Social Media Protection © Automated Evidence Collection © Automated Compliance ) LG AR

Testing (Non-Mobile Digital
Assets)

Security Testing

@ Security Ratings / Third

Party Risk Management © Anti-Phishing

© Security Compliance © Deep & Dark Monitoring

© Takedowns



GRC - GOVERNANCE, RISK AND COMPLIANCE

Ultra-Heals addresses the critical need for effective GRC management by leveraging advanced technologies and seamless
integrations. It ensures continuous security, compliance, and resilience through real-time vulnerability detection, automated
mitigation, and comprehensive risk management, all essential for navigating today's complex regulatory and threat landscapes.

Features ©) uieraHeals ¢ 2 @oemo~
. ono . = Compliance
1. Real-Time Vulnerability Detection .
2. One_click Mitigation g Compliance Status @ Audit Status ® Risks by severity ® Frameworks ®
. . Total Audits o
3- Automated Penetratlon TeStlﬂg 10% . = 150 27001 @
4. Continuous Cloud Monitoring . = - soc2
5. Automated Evidence Collection @ 290 peioss ()
Issues GDPR @
=
Q HIPAA @
Benefits Critical - 15 High-72 @ Medium-184
Low-12
1. Enhanced Compliance Assurance acton tems o Third Party Assessment Evidence o Employee Technical's Overview O
2. Improved Operational Efficiency S— 14
1 1 H ofa2 0/149 1163/1944 5/10 10/15 10/13 1520 SgeocTiataled
3. Proactive Risk Reduction / / / orah 12
4. Significant Cost Savings = - St el o e
5. Uploaded 0

Continuous Audit Readiness

N /M"d”\ = /\o ) ==



CSPM - CLOUD SECURITY POSTURE MANAGEMENT

Ultra-Heals CSPM addresses critical cloud security needs by providing continuous visibility, automated compliance monitoring, and
instant remediation. It reduces manual effort, mitigates misconfigurations, and ensures adherence to industry standards, elevating

your cloud security posture effectively.

Features

Comprehensive Asset Discovery
Centralized Infrastructure Visibility
Agentless Vulnerability Scanning
Automated Misconfiguration Mitigation
One-Click Remediation

S

Benefits

1.Enhanced Security Posture
2.Reduced Manual Effort
3.Simplified Compliance
4.Cost-Effective Risk Management
5.Centralized Cloud Management

-

()

4

> @ @ &

©) vitraHeals

Cloud Security Posture Management

Risk Score @

27%
High — 4%
Medium - I 30%

Services

Identity and Access Management (I... @

5/59 155/210

IAM Access AWS IAM

Monitoring and Logging (0]

3/22 0/20 0/17

Cloud Watch  Cloud Trail Config

Audit Status @ Severity (0]
1154/1930 772

Critical -6 = High-70 ® Medium - 587
Pass- 1154 © Fail-772 ® Unknown -4
Low - 109

Compute Services @ Analytics and Database Services (0]
AWS Athena
801/974 1717 32/98
AWS redshift
AWS EC2 AWS EMR AWS ECR AWS RDS —
AWS Glue
Networking Q@
AWS Data
Replications —
8/66 19/72 21/64
AWS VPC Firewall ELBv2

& L:'L . Mohammed ~

Security Policies (0]
Internet Exposed 19
Exposed Secrets 1
Privileged Escalation 8
EC2 - IMDS V2 Enabled 6

Automation and Management (0]
AWS Backup

AWS Resource
Group

AWS
Organization

AWS Trust
Advisor

AWS System
manager



ASM - ATTACK SURFACE MANAGEMENT

Enterprises require a comprehensive, proactive security solution to combat evolving cyber threats. Ultra-Heals' Attack Surface
Management platform addresses this need by offering advanced vulnerability identification, continuous monitoring, and
compliance-centric risk evaluation to safeguard digital assets effectively.

Features

1.Attack Surface Management
2.Vulnerability Intelligence
3.Prioritized Remediation
4.Centralized Monitoring
5.Compliance Mapping

Benefits

1.Enhanced Security
2.Regulatory Compliance
3.0perational Efficiency
4.Improved Risk Management
5.Continuous Monitoring

@ UlEraHeals
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Attack Surface Management

Assets

Secure Score ®

34.77%

N .

Network —ss——— 73.02%
Web 0%
Cloud - 24.62%

Vulnerability Intelligence

Risk by severity ®

49
\ jssues

Assets

—'5 Domain 1 *)) Live Hosts
) Open Ports 440 Subdomain
{ . IP Address 48 ) Endpoints

Vulnerabilities by status  ®

Issues

"
[ o ( 1999 65

‘ Q. @ John v

Scanning history A

®© Cloud Surface Intelligence @
440 aws aws P
‘ Azure 4
50
(5 Google 8
123 Digital Ocean 45
SSL ® Exploits ®

Total Total
[N



DRP - DIGITAL RISK PROTECTION

Organizations require a proactive DRP solution to combat evolving cyber threats. UltraHeal's platform offers real-time threat
monitoring, data security, and brand protection, leveraging Al and advanced analytics for comprehensive defense.

Features ©) uitraHeals ¢ @ @ onammed v
1 . Da rk Web monltorlng = Digital Risk Protection
2 ' D ee p we b Sca nn I ng :O: Risk Score @ Data Breach Intelligence ® VIP Protection ®
3. Social media tracking
o o | q‘a 990/ ; .
4. Code repOS|tO ry Su rvel | |a nce (] Compromised Computer 318 Compromised URL 1901
5. Breach database monitoring ® . _ _ 1
Compromised Employee 289 Third Party URL 225

@ Leaks

. Combo List [v] Compromised Files 28

=}
Beneflts E] Compromised Credentials 289 Third Party Credentials 225 ® Twitter-0 © Youtube -0

Darkweb s a— 36% Instagram - 1
1. Proactive risk reduction E
2. Faster breach response
3 ) E n h an Ced b ran d p rOtECtI on Dark Web Mentions Secrets Leak ® Password Strength Fake Apps ®
4. Reduced data loss
5. Streamlined workflows
1446 2 7.6 1
Issues Leaks Apps

® Telegram - 1439
® Github-2 ® Fake Apps-1
® Hacker Forums -7

# Paste Sites-0



BTl - BRAND THREAT INTELLIGENCE

Ultra-Heals addresses critical enterprise needs by leveraging Al-driven brand threat intelligence and VIP protection. With real-time
monitoring, threat classification, and secure data handling, it safeguards against identity theft, data breaches, and reputation
damage, ensuring proactive defense in today's complex digital landscape.

Features @ UltraHeals ¢ 2 @ vohammed v
1 Dark Web monitoring = Brand Threat Intelligence
2. Deep Web Scanr“ng :O: Risk Score ® Twitter ® Instagram ® VIP Protection ®
3. Social media tracking B
. . 82%
4. Code repository surveillance ® @ ® ® @ ®
5. Breach database monitoring |® o 20 ‘ 12 -
@ Leaks
B f' ) Youtube ® Facebook ®
ene Its ® Twitter-45 © Youtube-13
@ @ @ @ @ @ Instagram - 40
Darkweb swsoamm— 36%
1. Risk Mitigation BN o 7% - = 0 1
2. Trust Building
3. Cybersecurity .
4 Compliance Impersonation (98)
5. Stakeholder Engagement = )

Account=1 Reason=] Platform=1 Original Account=1 Tags=]  Status=]
https://www.instagram.com) Direct match in username: Instagram

https://www.instagram.com Direct match in username: Instagram

St T e o T T Ve -



PRODUCT ROADMAP @

PTaaS -Automated Penetration
Testing with Al and RPA

Audit Co-Pilot-
Al Powered Audit Co-Pilot

GRC- Security Governance,
Risk & Compliance

CSPM- Cloud Security
Posture Management

ASM,DRP - I
Version 2.0 Release @




COMPETITOR BOARD

Features

Artificial Intelligence (Al)

External Attack Surface
Management

Cloud Surface Intelligence

Exploit Intelligence

Compliance Automation

Secrets Detection

Big Data Intelligence (Data Breach)

Vulnerability Management

Brand Threat Intelligence

Third Party Risk

UltraHeals

Soc Radar CloudSek Sprinto Scrut
) o © o
) o © (>
o o o o
o o o o
o (<] o o
= ° © ©
® = ® ®
® ® > o
(] o P
o o ] o
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* 70+ Potential Leads in the Pipeline
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TESTIMONIALS

VIKINES GOONASAKAREN
SENIOR MANAGER CYBER DEFENCE , CARSOME

We chose Cyber Heals as a vendor for filling our cyber
security talent needs. We got the best resources, who also
got guidance from the experts of Cyber Heals and ensured
our needs were fulfilled. Cyber Heals also conducted Cyber

Risk Workshops that empowered our leadership inour
organization to chart the path for robust Cyber Resilience.

AJWAD CADER
CEO, HT WORKS (PVT) LTD

We felt comfortable and confident to work with your
team from the first meeting. The professionalism and
the in-depth understanding of the industry, helped
your team listen and understand our
requirements better.

KUMERASEN SRINIVASAN
GENERAL MANAGER - IT, TALENT PRO/PAY CHECK - UK

I would like to express my highly appreciation for your
expertise and professionalism. Your quick turnaround time
really helped us to identify the exact root cause. | strongly
recommend this team for any level of security
assessments for your IT environment.

SHEIK KHALIFA
MOJ, MINISTRY OF JUSTICE (KUWAIT)

| wanted to reach out and express my appreciation
for the proof of concept (POC) you recently shared
with us. | must say, | am thoroughly impressed

with the solution presented by Cyberheals.

NABIL S
SENIOR PRODUCT MANAGER, SIXTH FORCE SOLUTIONS, AUSTRALIA

Currently, we're closely engaged with the Cyberheals team
on two other products. It's a pleasure to have a reliable
security partner to address critical challenges. Their new
tool, Ultra heals, enhances capabilities, contributing to
the identification of vulnerabilities in our attack surface

promptly.

HASAN AHAMED

HEAD, IT INFRASTRUCTURE, ABDULLAH AL
OTHAIM CO.,- KSA

Excited to share that we just experienced a remarkable
demo of the cyber Heals - Ultra Security Platform! With its
cutting-edge capabilities, the Ultra Heals - ASM brings a
whole new level of protection to our organization,

helping us stay one step ahead of emerging cyber threats.

17



OUR SUCCESS STORIES

Govt. Energy

The Kuwait Gulf Oil Company (KGOC) is a national oil company in the State
of Kuwait.

KGOC operates under Kuwait Petroleum Corporation. Cyber Heals has

been awarded for KGOC's Vulnerability Assessment & Penetration
Testing (VAPT) along with Security Awareness Training

Govt. Mol

The Kuwaiti Ministry of Justice (MQ)) is responsible for judicial, legal,
financial, and administrative affairs in Kuwait.

Cyber Heals delivered an Attack Surface Report using the Ultra Heals
Platform to assess MOJ's digital attack surface and potential vulnerabilities.

make | T-faster Govt. Telcom

telkomsigma
by Telkom \ndoneslaé‘f

Telkom Sigma is a leading end-to-end IT solutions company in Indonesia.

They one of the early customer to validate our Al based SaaS products Mobi
Heals and in the process of validating USP.

Govt. Logistics

Nagel Express is a Logistics Company that is part of the Saudi Posts with a

presence in over 16 nations and 5000+ employees.

We have provided them with VAPT for their web services and also an

Enterprise Customer of our Mobi Heals platform.

18



OUR SUCCESS STORIES

Logistics sth Logistics

Express

The Professional Couriers (TPC) is a trusted courier and cargo company SMSA Express is a market leader in the courier industry, providing

with a vast network serving domestic and international destinations. specialized logistics services domestically and internationally.

Cyber Heals provided a comprehensive range of cybersecurity services to Cyber Heals conducted Internal Network Penetration Testing and Web
TPC, including Ultra Heals ASM, Web Application Penetration Testing, Application Penetration Testing for SMSA Express using the Ultra Heals
External Asset Discovery, and Vulnerability Operation Center platform.

services.

(L)
: Qe :
Holdings BIG ¢ Holdings
Abdullah Al Ottaim Investments Co. is one of the largest shopping mall Beyout Investment Group Holding (BIG Holding) manages integrated
operators in the Kingdom of Saudi Arabia. services portfolios and investments across various industries in the MENA
region.

Cyber Heals signed into a contract for CSaaS Services which includes
Malware Analysis, External and Internal VAPT, Security Architecture and Cyber Heals delivered an Attack Surface Report using the Ultra Heals
Configuration Review and Onsite Engineer support. Platform and provided Digital Incident and Forensics Response (DIFR)

services to Big Holding.

19



OUR SUCCESS STORIES

O BAL Holdings
5| HOLDING

One Global Holding is a venture-building company focusing on digital
transformation and fostering trust between investors and ventures across

multiple countries.

Cyber Heals conducted mobile application testing, for One Global. various

penetration testing services, including web application testing, API

testing, and

Fintech Trading

GTN is a fintech pioneer with licenses in multiple jurisdictions, offering

broker-dealer and capital markets services.

Cyber Heals provided Network Penetration Testing and Web Application

Penetration Testing services to GTN.

Banking

Ahli united bank is the leading bank in Kuwait, launched in 1971. Black
box web application security assessment has been carried out from
Cyber heals.

We have tested around 25 public web applications in a short period.
Our report helped them to pass the ISO27001 audit.

Fintech Payments

m
Faytooroh

MyFatoorah is an online payments platform designed to empower

businesses across the Middle East, offering innovative payment solutions.
Cyber Heals delivered an Attack Surface Report using the Ultra Heals

Platform to assess MyFatoorah's digital attack surface and potential

vulnerabilities.

20



OUR SUCCESS STORIES

E-Commerce

CESRSOME

Carsome, an online used-car marketplace, is Malaysia's first tech unicorn

valued at $1.7 billion with more than 3000 employees.

We are providing end-to-end cloud security solutions, which include cloud
architecture, security assessment, gap analysis, security engineering, and
VAPT services. Four dedicated resources and one project manager are
working for them on an annual contract. Carsome is one of the early

customer to validate our Al based SaaS products Mobi Heals and USP.

Enterprise Architect

@ SIXTH FORCE
SOLUTIONS

Sixth Force Solutions specializes in developing innovative solutions to
incorporate modern, agile work practices over Enterprise Architect
modeling tools. They cater to Fortune 500 companies, providing
architectural products addressing key business pain points.

Cyber Heals provided Web Application Penetration Testing covering
both on-site and remote assessments. This included testing for
vulnerabilities in web applications and AWS VPCs to ensure robust
security measures.

EdTech

Eduquest International Institute offers high-quality, industry-relevant
skills-based training programs leading to Singapore Workforce Skills
Qualifications (WSQ).

Cyber Heals provided a range of cybersecurity services to Eduquest,
including web application VAPT, Grey Box Testing, Attack Surface
Management with the Ultra Heals Platform, and Security Gap
Assessment for web applications.

Health Tech

Medoment is an Online Tele Consultation Application by HT Works- Sri
Lanka.

Web Application Penetration Testing, Black Box, and Grey Box
Assessments were done to secure the data. We also provided HIPAA
Compliance And Cloud Regulation Guidance.

21



PRICING

BASIC

Our Basic Plan is designed for small
businesses with limited budgets

PROFESSIONAL

Our Standard Plan is ideal for medium-sized
businesses and offers more advanced features.

ENTERPRISE

Our Enterprise Plan is fully customizable and tailored
to meet the unique needs of large organizations.

External ASM
$599

Monthly

External ASM

$899

Monthly

DRP
$699

Monthly

DRP
$1299

Monthly

CSPM
$250

Monthly

CSPM
$349

Monthly

Fully Customized Enterprise Plan

GRC
$899

Monthly

GRC
$1099

Monthly

BUNDLE PRICE
$2346

Monthly

BUNDLE PRICE
$3596

Monthly

BUNDLE PRICE
$23460

Yearly

BUNDLE PRICE

$35960

Yearly

BUNDLE PRICE
$50K - 100K USD

Yearly




GET SECURED IN 2 SIMPLE STEPS

Register to the Application
Register & Login to the Ultra Heals application

Update the Domain & Keyword

Enter the Domain & Keyword to Initiate the scan

Try Us Now

Get started with a Basic Plan
Free Cyber Security Assessment that covers

* Y *
What's
Included

* Yk *

@ 1 web app / website Qo A comprehensive report covering Asset Discovery, Web
ecurity, and Web Infrastructure Security.
App S ity, and Web Infi S ity
© 5 Keywords

@ Free Cloud Assessment up to 50 assets @ Post Assessment Remediation Meeting with our experts



Thank You'!

ARE YOU READY TO o

SECURE YOUR COMPANY?

Protect your business with Ultra Heals Platform.

Gain predictive intelligence and prevent
cyber-attacks before they happen

-] sales@cyberheals.com @) www.cyberheals.com
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